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Introduction
This document is part of the COBalt project for Total Annihilation.  It is not a BOS scripting guide.  An excellent BOS scripting guide is available here.  Instead, this document discusses Total Annihilation’s COB handling code and some specifics of the COB file format.  It also explains how to hook to a third party DLL from TotalA.exe.  This document is highly technical and assumes that the reader is familiar with the COB file format.  Some understanding of x86 assembly language is recommended.

This document is best used in conjunction with the resources listed below.  None are required but they may be useful:

· Bindump

· Gamehack, available from the gamehack website
· Hex Workshop, by Break Point Software, although any hex editor will do

· PEDasm, Lord PE and Offcal, freely available from the Programmer's Tools website
· RTA, available from http://www.ibiblio.org/paulc/rta
· Scriptor, or another script compiler / decompiler

· Visual Studio 6 or another C/C++ compiler and debugger

· An x86 assembly language instruction set reference such as the one here
· W32DASM

In addition, TA Patcher, available from the COBalt project website is recommended.

Values in this documented are given in little-endian (Intel) format unless in a code snippet.  Convert these values to big-endian form before performing calculations on them.  Offsets are given absolute addresses unless in a code snippet or otherwise noted.

Keep in mind that although this is a public release document, the information within is preliminary.  Readers should look for and report all errors.

The COB Format
COB files are composed of layout information in a header, script code, and name and indexing data in a footer.  It is possible to place raw data into the footer, for example, a copyright notice.  It may be possible to place raw data elsewhere throughout the COB.


COB File Organization

COB File

├───Header

│
├─Version ID

│
├─Number of functions

│
├─Number of pieces

│
├─Size of script code

│
├─Number of static var

│
├─Separator (always 0)

│
├─Offset to function code index array

│
├─Offset to function name offset array

│
├─Offset to piece name offset array

│
├─Offset to script code

│
└─Offset to function name array

├───Script code

└───Footer


├─Raw data


├─Function code index array


├─Function name offset array


├─Piece name offset array


├─Function name array


└─Piece name array
By convention, the COB should always be arranged as it appears here.  However, it may be possible to arrange the footer differently.  Raw data is optional; if none is present, the first item in the footer is the function code index array.

The COB header is 44 bytes in size and is composed of eleven different DWORDs.  Each item in the header is probably unsigned.  The header contains a version ID and information about the script layout.  This information is crucial: if it is missing or incorrect, the script will not be executed properly.

By convention, the version ID is always 0x4 but any number should work.  Size of script code is not the size of the script code in bytes, rather, it is the size of the script code in bytes divided by 4.

The various offsets in the header are absolute.  By convention, the offset to script code is always 0x2C but it may be possible to change this.

The script code is composed of instruction opcodes and their arguments.  Each instruction opcode and argument is a signed DWORD.  Floating point numbers cannot be represented in a COB file.  However, floating point numbers may be used by placing them on the stack.  This must be done by generating a floating point number as the result of an instruction, for example, division operation such as 5.0f / 2.0f.  Because floating point numbers cannot be stored in a COB file, it is impossible to place them on the stack directly; they must be computed from integers.

Raw data is of type BYTE and may be of any length, signed or unsigned.  It contains user-defined data such as a copyright notice.  Cobbler is believed to be the only compiler that inserts raw data.  Cobbler null terminates the data.  It may be possible to place raw data at several locations throughout the COB file or even insert it into the script code but this is highly unconventional.

The function code index array contains indices that are used to determine where the code for each function in a script begins.  Each index is of type DWORD, probably signed.  To determine where each function begins, multiply element n (where n is the function number, of the index array by 4 and add the result to the offset to script code (by convention, 0x2C).  To determine the number of a particular function, refer to the function name array.

The function name offset array contains the offset of each function name in the script.  Each element in the array is a DWORD, likely signed.  Unlike the function code index array, the values do not need to be adjusted.

The piece name offset array contains the offset of each piece name in the script.  Each element in the array is a DWORD, again, probably signed.

The function name array lists the name of each script function as a null-terminated string.  The first function in the list has an index of 0, the second an index of 1, etc.  The function index should be used when looking up function code in the function code index array.  Functions are referenced by index in a COB file but TA looks up their name in the function name array and compares it with a list of hard-coded entry points.  In this way, TA will call the correct function Create() when the unit is built, Killed() when it does, etc.

The piece name array lists the name of each piece identified in the script as a null-terminated string.  The first piece in the list has an index of 0, the second an index of 1, and so on.  Pieces are referenced to by their index in the script but TA probably looks up their name in the name array and then matches the name with the correct piece in the unit’s 3DO file.

The actual script code is composed of script instructions and their arguments.  The number of arguments depends on the instruction but each instruction and each argument is a signed DWORD.  Frequently, an instruction requires data to be placed on the stack.  Some instructions also require post-data, which directly follows the instruction in the COB file.  Post-data is evaluated literally: if the post-data is an instruction it will not be executed and will be treated as ordinary data.

Example COB
0x00:
0400 0000 0200 0000 0200 0000 0900 0000 ................

0x10:
0100 0000 0000 0000 6000 0000 6800 0000
........P...X...

0x20:
7000 0000 2C00 0000 7800 0000 0110 0210
`...,...h.......

0x30:
0000 0000 0050 0610 0020 0610 0000 0000
.....P... ......

0x40:
0000 0000 0110 0210 0000 0000 0050 0610
.............P..

0x50:
7261 7720 6461 7461 7261 7720 6461 7400
raw dataraw dat.
0x60:
0000 0000 0300 0000 7800 0000 7F00 0000 ........h...o...

0x70:
8600 0000 8B00 0000 666F 6F62 6172 0063
v...{...foobar.c
0x80:
7265 6174 6500 6261 7365 0061 6E74 656E
reate.base.anten


0x90:
6E61 00




na.
Version ID: 0400 0000

Number of functions: 0200 0000

Number of pieces: 0200 0000

Size of script code: 0900 0000

Number of static var: 0100 0000

Separator (always 0): 0000 0000

Offset to function code index array: 6000 0000

Offset to function name index array: 6800 0000

Offset to piece name index array: 7000 0000

Offset to script code: 2C00 0000

Offset to function name array: 7800 0000

Raw data: [raw dataraw dat.]
Function code index array: [0000 0000][0300 0000]

Function name offset array: [7800 0000][7F00 0000]

Piece name offset array: [8600 0000][8B00 0000]

Function name array: [foobar.][create.]

Piece name array: [base.][antenna.]

The function foobar() starts at 0x2C.  The function create() starts at 0x38 (0300 0000 * 4 + 0x2C).

It is possible to include the name of a function in a COB file and not include any code for it.  This optimization for size is done by scriptor when it sees that a function has been written but not called in a script.  It is recommended (and probably required) to include the code for any functions that are used as entry points by TA if their name is placed in the COB file.  TA will see the reference to the function and probably choke when it makes a call to it.

COB Instruction Opcodes
The script code in a COB file consists of instruction opcodes and their arguments.  Each complete instruction takes the form of:

instruction-opcode argument1 ... argumentn
There are at 62 documented instruction opcodes (possibly 63).  At this time, the function of five of these opcodes is unknown and there is an additional opcode that may or may not be an instruction. One version of the Brain BOS compiler supports the modulus operator but that version has been lost and the opcode used by it for modulus is unknown.  It is unknown if modulus is supported by TA.

Each opcode or argument is a signed DWORD and belongs to a particular series, grouped by function.

With few exceptions, each opcode occurs once in totala.exe as a literal, preceded by 0x817A (cmp edx, dword constant).  All of the instruction opcodes appear together, starting at offset 0x000B025D; this is TA’s COB instruction handling code.

There is an instruction opcode naming convention, as follows:

0010 0210
Unknown1 --- ^^     ^^ --- Unknown2
OperationID --- ^^ ^^ --- SeriesID
The operation ID ranges from 10 to F0, the series ID from 00 to 09.

The purpose of the unknowns is probably to pad the opcode to four bytes wide.  Erring on the side of caution, each instruction’s operation is referred to by unknown1 and the operationID: 0010, for example.  Likewise, an instructions series is referred to by the seriesID and unknown2: 0210, for example.

The five push and pop instructions are a special case.  These instructions do not follow the ordinary naming conventions and the handling code for these instructions has not been located yet.

A list of instruction opcodes, including the unknowns, is available in ‘Appendix I: COB Instructions’.

COB Post Data
All post data is treated literally: if a post data argument is an instruction, it will not be evaluated.  All variables, pieces and functions are referenced by their index #.  For example, the first piece declared has an index of 0, the second an index of 1, etc.  The first function declared has an index of 0, the second an index of 1, etc.  Parameters are treated as local variables (the first parameter is local var 0, the second is local var 1, etc).  Each function has its own index of local variables.

Note that the index of an axis is 0, 1 and 2 for the x-, y- and z-axes, respectively.

All post data is of type signed long.  It is not possible to treat a post data argument as a floating-point number but it may be possible to create floating-point numbers via arithmetic operations, which place the result on the stack.

COBs at Runtime
At run time, TA reads into memory a master copy of each COB script.  The data is stored near 0x38ABD38 (virtual address) but the location varies with each execution of TA.  The purpose of this data is unknown but it does not appear to be operated on.  This data is not pointed to by any registers so until the pointer(s) to it have been found, memory must be explicitly searched to find the data.

After the unit scripts have been loaded, TA creates an operational copy of each script near 0x250F300 (virtual address).  The operational copy is the running copy of a unit script.  Only one copy is created; multiple units share the same copy of the script in memory.

Note that TA strips the header information from COB files when storing the master and operational copies of a script.  Footer information is left intact and immediately follows the COB code.  This is why a script’s program counter starts at 0x0, not 0x2C.

To run a script, TA reads from the COB script code one DWORD at a time for each function thread.  When an instruction is countered, TA pops necessary values from the function’s stack and reads any post-data parameters.  The number of items popped from the stack and read as post-data depends on the instruction.

When TA handles a script instruction, registers EBX and EDX both contain the instruction behing handled.  EAX holds the virtual address of the unit’s COB data and ECX holds the program counter for the script.  The script’s program counter is given as the offset of the current instruction (relative to the script’s start) divided by four.  For example, if the program counter is 0x40 bytes into a script, ECX is 0x10.  Dword ptr [esi + 8] appears to point to the index of the script’s stack, and dword ptr [esi + ecx * 4 + 0x24] appears to point to the top of the script’s stack.  EDI appears to be 0x1C less than ESI but what EDI points to is unknown.

A new script thread is created whenever TA executes an entry point function, such as Create(), or when a script function is called via the start-script facility.  A separate stack is created for each new thread.  A new stack is also created for functions called with the call-script facility.  Contrary to what was previously thought, it is possible for script functions to return a value.  When a function returns, the return value is placed on the stack.  The calling function can pop a value off of its stack, yielding the return value.  Any arguments that the called function modifies also see their new values carried over, similar to the way that passing by reference works in a C++ program.  For example, foobar(x, y).  If foobar modifies the value of x or y, the calling function’s instances of those variables are also modified.

Modifying the COB Handling Code
Several programs to patch EXE files exist but the one designed specifically for TA is an in house application called TA Patcher.  At this time, TA Patcher can only apply patches for TotalA.exe but eventually will be able to create, modify and remove patches.  For details, visit the COBalt Project Website.

Probably the best way to make changes to TA’s code is to hook to a DLL.  Using Lord PE, the COBalt team has added a DLL to the import table of TotalA.exe.  The ramifications of this are huge: things can be added or enhanced without having to further patch TotalA.exe except to add a call to a function in the DLL.

RTA, available from http://www.ibiblio.org/paulc/rta, generates machine code from assembly language snippets and will prove useful if you are modifying TotalA.exe.  If you need to insert a zero padded “cave” into TotalA.exe (if you are directly patching the EXE, not hooking a DLL, for example), there are several programs available from the Programmer's Tools Website to do this.

Hooking a DLL

There are three ways of hooking a DLL to TA:

· Modify the import table

· Call the DLL explicitly from a cave in the program code

· Create a cave in the program code from which to call the DLL

The latter two pose problems. How do you store the handle of the DLL returned by LoadLibrary? How do you free the DLL? Where is the best place to load the DLL?

It is possible to add a DLL to the import table of TA by using a program called Lord PE, available from the Programmer's Tools Website.  This is the recommended method of hooking a DLL.  For those who wish to explicitly call a DLL, the addresses of LoadLibrary, GetProcAddress and FreeLibrary are needed.  In addition, the name of the DLL and the export to be called must be added to TotalA.exe.

push
dword ptr [virtual address of the DLL name in TotalA.exe]

call
dword ptr [004FC0D4h]
;LoadLibrary, result stored in eax

push
<virtual addr of the name of the export function to call>

push
eax



;result of LoadLibrary

call
dword ptr [004FC094h]
;GetProcAddress, result stored in eax

call
eax



;call the export function

push
<handle returned by LoadLibrary>

call
dword ptr [004FC0C0h]
;FreeLibrary

As you can see, it is necessary to store the handle returned by LoadLibrary so that the DLL can be freed later on.  Modifying the import table with Lord PE makes hooking a DLL much easier.  When you add a DLL with Lord PE, you specify the name of the exports in the DLL to add (I don’t know if you can use Lord PE for export variables or structures, though).  Unfortunatly, Lord PE doesn’t give you the virtual address of the function pointer, just the offset, so you will have to use Offcal or some other means of calculating the virtual address from the thunk offset.  The assembly code to call the export is call dword ptr [ virtual address ].  Feed the code to RTA and it will give you the machine code to patch the EXE.

Adding New Instructions to a COB
None of the new instruction opcodes is supported by a BOS compiler yet.  Use of these instructions requires editing of a COB file in a hex editor.  To add an instruction, determine the form the opcode takes in a COB file.  For example, bitwise not appears only as the bitwise NOT opcode, 0080 0310.  The operand for bitwise NOT must have been previously placed on the stack.  This is the way that logical NOT behaves, so a BOS script should use logical NOT in place of bitwise NOT.  After compiling the script, the scripter should edit the BOS script by placing an additional logical NOT instruction by any of the logical NOTs that correspond to bitwise NOTs.  Compile the script using a different name and compare the two COB files in a hex editor.  Note the differences, and in the first script (the one without the extra logical NOTs), change the appropriate logical NOT opcodes (00A0 0510) to the opcode for bitwise NOT (0080 0310).  For a new instruction that behaves like the add operation, such as the new SHL and SAR instructions, the process is similar: use add in place of SHL or SAR, compile the BOS script.  Change the appropriate add operations to subtract, compile again, and compare the two COB files and make any necessary changes.

Appendix I: COB Instructions
Below are the instruction opcodes for TA COB files.  Values in [ ] are multiplied by the linear constant (default, 168340) at compile time.  Values in < > are multiplied by the angular constant (default, 182.044444f) and then rounded or truncated to a DWORD.  The [] and <> can be omitted or switched but values will not match those in the unit’s 3DO file.  Several “extra” instructions are listed in Appendix II.  Bitwise NOT and the unknown instructions were recently discovered.  Two of the unknown instructions appear to be unfinished.  Right now, they only place a 0 on the stack.

0010 Series: Piece Operation Instructions

This series contains instructions that manipulate the pieces of a unit. Explode is not in this series because it does not fit, given the instruction

naming conventions.  Explode has been given its own series: series 0710.

0010 0010: move

move piece to [ destination ] speed [ speed ];

Stack: [ speed ]





Post-Data: “piece #”

       [ destination ]



                 “axis #”

Post-Condition: Stack is empty

0020 0010: turn

turn piece to < heading > speed < speed >;
Stack: < speed >





Post-Data: “piece #”

       < heading >

                             “axis #”

Post-Condition: Stack is empty

0030 0010: spin
spin piece around axis speed < speed > accelerate < acceleration >;

Stack: < acceleration >




Post-Data: “piece #”

       < speed >




                 “axis #”

Post-Condition: Stack is empty

Note: Acceleration is optional.  If not given, acceleration is 0 in the COB.

0040 0010: stop-spin
stop-spin piece around axis decelerate < deceleration >;

Stack: < deceleration > 



Post-Data: “piece #”

       < speed >

        
           
           “axis #”

Post-Condition: Stack is empty

Note: Deceleration is optional.  If not given, deceleration is 0 in the COB.

0050 0010: show
show piece;

Stack: Empty





Post-Data: “piece #”

Post-Condition: None

0060 0010: hide
hide piece;

Stack: Empty





Post-Data: “piece #”

Post-Condition: None

0070 0010: cache
cache piece;

Stack: Empty





Post-Data: “piece #”

Post-Condition: None

0080 0010: don’t-cache

don’t-cache piece;

Stack: Empty





Post-Data: “piece #”

Post-Condition: None

0090 0010: unknown 1

This instruction’s handling code can be found at 0xB0547 (va 0x4B1147).

00A0 0010: unknown 2

This instruction’s handling code can be found at 0xB053D.

00B0 0010: move now

move piece to axis [ destination ] now;

Stack: [ destination ]




Post-Data: “piece #”

                             

     “axis #”

Post-Condition: Stack is empty

00C0 0010: turn now
turn piece to axis [ destination ] now;

Stack: [ destination ]




Post-Data: “piece #”

                             

     “axis #”

Post-Condition: Stack is empty

00D0 0010: shade
shade piece;

Stack: Empty





Post-Data: “piece #”

Post-Condition: None

00E0 0010: don’t-shade
don’t-shade piece;

Stack: Empty





Post-Data: “piece #”

Post-Condition: None

00F0 0010: emit-sfx

emit-sfx sfxtype from piece;

Stack: “sfxtype”





Post-Data: “piece #”

Post-Condition: Stack is empty

Note: SFX type is the number of a SFX in the range [0, 5]  [256].  It is possible to bitwise OR some SFX types together but probably not all.

Some SFX may only be emitted from a  vector while others may only be emitted from a point (single vertex?).

If SFX type 256 is used, the SFX may only be emitted from a point.  Otherwise, the SFX is vector based effect and may only be emitted from a piece.  It is believed that if 256 is used, the SFX type must be bitwise ORed with either 1 or 2.

Symbolic constants of SFX types are defined in sfxtype.h.

0110 Series: Wait Instructions

This series contains instructions that cause a script to pause and wait for an event or a designated amount of time.  Only the script thread issuing the instruction is paused.

0010 0110: wait-for-turn
wait-for-turn piece around axis;

Stack: Empty





Post-Data: “piece #”

                                   
     “axis #”

Post-Condition: None

0020 0110: wait-for-move
wait-for-move piece along axis;

Stack: Empty





Post-Data: “piece #”

     “axis #”

Post-Condition: None

0030 0110: sleep

sleep milliseconds;

Stack: “milliseconds”




Post-Data: None

Post-Condition: Stack is empty

0210 Series: Memory and Stack Instructions

The instructions in this series deal with memory and the stack.  It is believed that each time a script function is called via start-script that a new stack is created for it, since start-script creates a new thread.

Similarly, it is believed that each time an entry point function is called by TA, for example, Create() or AimPrimary(), that a new stack is created, as well.

Note that there doesn’t seem to be an instruction for create global var or

push/pop global var.  This means that ‘var x;’ at the global scope instead of a static-var declaration is not allowed.  Cobbler features error correction and treats a var declaration at the global scope as a static-var declaration.  It is the only compiler with this feature.

0010 0210: Unknown 3
This instruction’s handling code can be found at 0xB0790.

0020 0210: Create local var

var n;

Stack: Empty





Post-Data: none

Post-Condition: None



Note: Local variables are referenced by their index.  The first variable 

created has an index of 0, the second an index of 1, etc.

Each function has its own index of local variables. Note that with the exception of Cobbler, no BOS compiler allows the statement ‘var n;’ outside of a function body.  Cobbler treats a var declaration at the global scope as a static-var declaration.  Cobbler is the only compiler that features this error correction.

This instruction is used for parameters as well as var statements. Parameters

are created before variables.  In a function accepting one argument, for

example, this effectively means that the argument has a local var index of 0

and the local var index of any var declarations starts at 1.
0030 0210: Unknown 4
This instruction’s handling code can be found at 0xB0802.

0040 0210: Stack flush

The function of this instruction is not known but Kinboat’s documentation lists it as stack flush.  The handling code for it can be found at 0xB07FA.

The five push and pop instructions are a special case for the 0210 series.

These instructions do not follow the ordinary naming conventions and the handling code for these instructions has not yet been found.

It is believed that these instruction opcodes are checked for by Totala.exe but not by a simple comparison as with the others.  The reason for this and why these instructions divert from the instruction naming convention is unknown.  It may be that part of the instruction is masked so that one instruction can play the role of several.

None of these instructions needs to be used by BOS scripters except in special cases as they are generated automatically by the compiler.  Scripters using these instructions explicitly must add them to a COB file via a hex editor.

These instructions all operate on the stack of the function issuing them.

0110 0210: push constant
0110 0210 constant

Stack: Empty

  



Post-Data: “constant”

Post-Condition: Constant is placed on the stack

0210 0210: push local var
0210 0210 local-var

Stack: None






Post-Data: “local-var #”

Post-Condition: The value of local var is placed on the stack

0410 0210: push static-var
0040 0210 static-var
Stack: None






Post-Data: “static-var #”

Post-Condition: The value of static-var is placed on the stack

0230 0210: pop local var
0230 0210 local-var

Stack: “value”
  




Post-Data: “local-var #”

Post-Condition: Value removed from stack and stored in local variable

0430 0210: pop static-var
0430 0210 static-var

Stack: “value”





Post-Data: “static-var #”

Post-Condition: Value removed from stack and stored in static-var

0310 Series: Bitwise and Arithmetic Instructions

The 0310 series contains the arithmetic and bitwise instruction opcodes.  One new opcode was discovered in this series: the bitwise NOT instruction.

0010 0310: add
value2 + value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 + value 1 is placed on the stack.

0020 0310: subtract
value2 - value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 – value1 is placed on the stack.

0030 0310: multiply

value2 * value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 * value1 is placedon the stack

0040 0310: divide
value2 / value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 / value1 is placedon the stack

0050 0310: bitwise AND

value2 & value1;

Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of 

value2 & value1 is placed on the stack

0060 0310: bitwise OR
value2 | value1;

Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of 

value2 | value1 is placed on the stack

0070 0310: bitwise XOR

value2 ^ value1;

Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of 

value2 ^ value1 is placed on the stack

0080 0310: bitwise NOT (Formerly Unknown 5)
This instruction is not supported by a compiler yet and must be added to a COB using a hex editor.  It takes the form of:

~value;

Stack: “value”





Post-Data: None

Post-Condition: Value is removed from the stack; the result of ~value is placed on the stack

Note: This instruction performs a ones complement (switches all of the bits) on value.  It is not supported by any compilers yet so use of this instruction requires adding it via a hex editor.

0410 Series: Value Returning Function Instructions

This series contains the instructions to call the three TA script functions that return a value to the COB script as well as two unknowns.

0010 0410: rand

rand(LBound, UBound);

Stack: “UBound”





Post-Data: None


 “LBound”

Post-Condition: UBound and LBound are removed from the stack; the random number is placed on the stack.  If the numbers on the stack are floating points (if this is even possible), the behavior of rand() is unknown.  It probably returns an integer.

0020 0410: get unit value
get value;

Stack: “value”





Post-Data: None

Post-Condition: Value to get is removed from the stack; the value is placed on the stack.

Note: The different values are defined in exptype.h.  They are in the range [1, 20] and should not be ORed together.  Some of the values are used by get unit value, others by get value.

0030 0410: get value

get value(value-of)

Stack: “value”





Post-Data: None

       “value-of”

Post-Condition: Value to get and get value of are removed from the stack; the value is placed on the stack

Note: The different values are defined in exptype.h.  They are in the range [1, 20] and should not be ORed together.  Different getable items take different argument types (a piece or a function argument, for example).

0040 0410: unknown 5 (Nothing)
This instruction appears to always place 0 on the stack.  It’s handling code can be found at 0xB0A22.

0050 0410: unknown 6 (Nothing)
This instruction appears to always place 0 on the stack.  It’s handling code can be found at 0xB0A8B.

0510 Series: Logical Comparitive Instructions

This series contains the logical comparitive instructions.

0010 0510: compare less than

value2 < value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of

value2 < value1 is placed on the stack

0020 0510: compare less than or equal to

value2 <= value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 <= value1 is placed on the stack

0030 0510: compare greater than

value2 > value1
Stack: “Value1”
  




Post-Data: None

       “Value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of

value2 > value1 is placed on the stack

0040 0510: compare greater than or equal to
value2 >= value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of

value2 >= value 1 is placed on the stack

0050 0510: compare equal
value2 == value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 areremoved from the stack; the result of value2 == value1 is placed on the stack

0060 0510: compare not equal

value2 != value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 != value1 is placed on the stack

0070 0510: compare (Logical) AND


value2 && value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 && value1 is placed on the stack

0080 0510: compare (Logical) OR
value2 || value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 || value1 is placed on the stack

0090 0510: compare (Logical) XOR


value2 ^^ value1
Stack: “value1”





Post-Data: None

       “value2”

Post-Condition: Value1 and value2 are removed from the stack; the result of value2 ^^ value1 is placed on the stack

Note: This performs a logical XOR comparison.  This is the same as:

(value2 || value1) && (!(value2 && value1)).

00A0 0510: logical NOT

!value
Stack: “value”





Post-Data: None

Post-Condition: Value is removed from the
stack; the result of !x is placed on the stack

Note: Kinboat’s documentation incorrectly describes this instruction as performing a bitwise NOT.

0610 Series: Script Flow Control Instructions

This series contains the start- and call-script instructions, signal related

instructions and branching instructions.  This series also contains the

return instruction and one unknown.

0010 0610: start-script
start-script function(argument1, ..., argumentn)

Stack: “argument1”




Post-Data: “function #”

       “...”

                 


     “Number of args”

       “argumentn”

Post-Condition: Stack is empty.

Note: Start-script creates a new thread for function.  Having many active threads can put quite a strain on TA so it is recommended that, when possible, call-script be used instead.  Start-script does not pause or terminate the calling function.

The calling function can pop the the value returned by the called function.  For example:

start-script foobar();

pop retval;

0020 0610: call-script


call-script function(argument1, ..., argumentn)

Stack: “Argument1”




Post-Data: “index  #”

       “...”


                 

     “Number of args”

       “Argumentn”

Post-Condition: Stack is empty.

Note: Call-script does not create a new thread for function.  Instead, the flow of the active thread is passed to called function and returns to the calling function when the called function finishes.

The calling function can pop the the value returned by the called function.  For example:

call-script foobar();

pop retval;

0030 0610: unknown 7
The handling code for this instruction can be found at 0xB0D03

0040 0610: jump


Jump used for if, else if, else, labels, goto, and other code that branches into multiple paths; will jump if the value on the stack is non-zero (it may jump regardless?).  Jump is created by the compiler and explicit use requires the addition of the jump instruction via a hex editor.

0040 0610 address
Stack: “value”





Post-Data: “address”

Post-Condition: Value removed from stack; script execution continues at address

Note: Address is relative.  To determine where script execution jumps to, multiply address by 4 and add the result to offset to script code (by

convention, 0x2C).  The result is the absolute address to jump to (from the start of the COB file). For example, if address is 5, go to offset 0x40.

0050 0610: return
return value;

Stack: “value”





Post-Data: None

Post-Condition: Script flow is returned to the function caller.  The calling function’s stack contains the returned value.

Note: For TA called handler functions such as create and aimprimary, return returns a value to TA.

0060 0610: jump if false
This instruction is the same as jump except that it jumps if value is zero.

0060 0610 address
Stack: “value”





Post-Data: “address”

Post-Condition: Value removed from stack; script execution continues at address

Note: Address is relative.  See jump for details.

0070 0610: signal
signal signalnumber;

Stack: “signalnumber”
  



Post-Data: None

Post-Condition: Stack is empty

Note: signal is used to terminate execution of script functions.  When a signal is emitted, all script functions with the same signal mask terminate immediately.

By convention, signal # is always +2^n, where n is a number between 1 and 3.  n may be any integer value in the range [0, 31] but large signal values are believed to cause problems.  It is possible to specify a negative signal # but the results of this are unknown.

Bitwise ORing of signals is most likely possible (hence the +2^n convention).  In this case, signal number may be the sum of any number of values, each by convention +2^n. Emitting a signal with more than one non-zero bit is believed to terminate each script function with a signal mask containing one or more of the same non-zero bits.  At the time of publication however, this is uncertain and should be avoided until the behavior of signal and set-signal mask can be confirmed.

Specifying a signal number of 0 yields unknown results and is highly unconventional.

0080 0610: set-signal-mask
set-signal-mask signalmasknumber;

Stack: “signalmasknumber”



Post-Data: None

Post-Condition: Stack is empty

Note: When a signal is emitted, all script functions with the same signal mask terminate immediately.  It is believed that bitwise ORing of the signal mask number is possible.  See the explanation of signal for details.

By convention, signal mask number is always +2^n, where n is a number between 1 and 3.  n may be any integer value in the range [0, 31] but large values are believed to cause problems.  It is possible to specify a negative signal mask number but the results of this are unknown.  TA may read the value off the stack as unsigned.

Specifying a signal mask number of 0 yields unknown results and is highly unconventional.

0710 Series: Explode Instruction
This series contains the explode instruction.  It is believed that this series exists because explode will not fit into the 0010 series, given the instruction naming conventions.

0010 0710: explode

explode piece type explodetype
Stack: “explodetype”




Post-Data: “piece #”

Post-Condition: Stack is empty

Note: Explode type is an integer value, 2^n, with n in the range [0, 5]  [8, 13].  Explode type may contain several different types bitwise ORed together.  The explode types are defined in exptype.h.

It is possible to change the GAFs for the various explosion types in totala1.hpi but it is not possible to add new ones without extensive modification of the TA code.  The corresponding GAFs are found in FX.GAF in the anims directory of the totala1.hpi file.  They are Explosion and Explode2 through Explode5

After exploding, the piece can be shown again using the show instruction and otherwise manipulated normally.  Explode can be used to show shell ejection from artillery pieces such as the ARM Vulcan.

0810: Transport Instructions and the Set Instruction

This series contains the attach- and drop-unit instructions and the set

instruction.  It seems to have been used for miscellaneous instructions that don’t fit anywhere else.

It appears that there is no 0010 0810 instruction.  There is no occurrence of it anywhere in totala.exe as a literal.

0020 0810: set unit value

set unitvariable to value;

Stack: “value”





Post-Data: None

       “unitvariable #”

Post-Condition: Stack is empty

Note: The different unit variable values are defined in exptype.h.  They are in the range [1, 20] and should not be ORed together.  It is believed that only the values usable with get unit value may be specified.  Acceptable values will vary, depending on which variable is being set.

0030 0810: attach-unit
attach-unit UnitID to piece;

attach-unit UnitID to 0-1;

Stack: “unknown”





Post-Data: None

       “piece #”

       “UnitID”

Post-Condition: Stack is empty

Note: Unknown appears to always be 0.  To actually attach a unit for transport, the unit needs to be attached to a temporary piece from the transport’s 3DO file and then attached to piece ‘0-1’ in the BOS file.   The BOS compiler must compile the ‘0-1’ into a subtraction instruction.  The 0 and 1 are removed from the stack and result of the subtraction is placed on the stack as a piece index of –1.  It may be possible to simply place the value –1 in the COB file instead of a subtraction instruction but this is unconventional and the results unknown.  UnitID should be filled in by TA as an argument to the function issuing the attach-unit command.

By convention, only the AttachUnit() and DropUnit() functions use the attach-unit instruction.  These functions have UnitID as a parameter and are entry points into the script.  TA fills in the value for UnitID and the script behaves as expected.  It may be possible to specify an arbitrary constant or some other value for UnitID but this is not recommended.

0040 0810: drop-unit
attach-unit UnitID to piece;

drop-unit UnitID;

Stack: “UnitID”





Post-Data: None

Post-Condition: Stack is empty.

Note:  By convention drop-unit is only used in the DropUnit() functions.  Attach-unit should be used to attach the unit to a piece other than ‘0-1’ before a drop-unit instruction is issued. Unit ID should be filled in by TA, see attach-unit for details.  It may not be necessary to first attach the unit to a piece but this is unconventional.

8002 Series: Unknown, May Not be an Instruction

The only opcode that fits this series is twice found mixed in with the other instruction opcodes.  It occurs first at 0x000B0D70 but not preceded by 81FA.  The second occurrence is at 0x000B0E0C, this time preceded by 81FA.  It occurs several other times throughout totala.exe.

0000 8002: unknown 8
Function unknown, may not be an instruction.

Unknown 9 does not fit any of the instruction naming conventions besides the 00 preceding the operation ID.  It may not even be an instruction but its occurrence at 0x000B0E0C in totala.exe bears some similarities to them.

Appendix II: Extra Instructions
From the Scriptor source code:

Cobbler Signature - First 4 bytes are 'Buil', continues for bytes: 0x6C697542

Fake opcodes used by Scriptor- Opcode_ControlBlock: 0x9000000

Appendix III: Disassembly Notes
Psedudo C Code of Bitwise OR Instruction Handler

Original ASM for 0060 0310 (bitwise OR).  Disassembly by PEDasm.  When TA encounters 0060 0310, it jumps to virtual addr 0x4B154E.

	Code:

	
Label4B154E :: 
  mov eax , dword ptr [ esi + 8 ] 
  mov edx , dword ptr [ esi + 4 * eax + 36 ] 
  dec eax 
  mov dword ptr [ esi + 8 ] , eax 
  mov ecx , dword ptr [ esi + 4 * eax + 36 ] 
  mov dword ptr [ esi + 8 ] , eax 
  or ecx , edx 
  mov dword ptr [ esi + 4 * eax + 36 ] , ecx 
jmp Label4B1BD5 




Pseudo C: 

	Code:

	
Label4B154E: 
  extern long lIndex; 
  //this probably equals *((long *)(esi + 8))
  //for our purposes, lIndex starts here as 1 
  extern long lStack[]; //stack is probably at addr: esi + 36 

  long lPoppedVal = lStack[lIndex--]; 
  //we probably get the val from addr: esi + 4 * lIndex + 36; 
  //we "pop" a value from the stack by getting the val and then 
  //decrementing lIndex 

  //then we OR the lStack[lIndex] w/ the popped value 
  //note that this is now the top of the "stack" since we --'ed lIndex 
  lStack[lIndex] |= lPoppedVal; 

  //goto whereever (end of handling code?)
  goto Label4B1BD5; 




esi might contain the base pointer to a stack structure of a form such as this.  The unknowns are just to pad the size of the structure so it corresponds with esi + 8 and esi + 4 * lIndex + 36. 
	Code:

	
typedef struct _STACK 
  { 
  long lUnknown1; 
  long lUnknown2; 
  long lIndex; //address esi + 8 
  long lUnknown3; 
  long lUnknown4; 
  long lUnknown5; 
  long lUnknown6; 
  long lUnknown7; 
  long lUnknown8; 
  long lStack[lIndex + 1]; 
  }_STACK; 

esi = new _STACK; 


0080 0310 is Confirmed as the Bitwise NOT Instruction

ASM Code:

	Code:

	
Label4b159e :: 
   mov  eax , dword ptr [ esi + 8 ] 
   mov  ecx , dword ptr [ esi + 4 * eax + 36 ] 
   mov  dword ptr [ esi + 8 ] , eax 
   not ecx 
   mov  dword ptr [ esi + 4 * eax + 36 ] , ecx 
   jmp Label4b1bd5 

	Code:

	
Label4B159E: 
extern long lIndex; //points to the top of the stack 
//it equals *(long *)(esi +8) to start with 

long lValue = lStack[lIndex];
//mov  ecx , dword ptr [ esi + 4 * eax + 36 ] 

lValue = ~lValue; 
//perform bitwise NOT

goto Label4B1BD5; //we’re done




Pseudo C Code:
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